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NEW QUESTION: 1Which two considerations about secure network monitoring are important?
(Choose two.)A. Use RADIUS for router commands authorization.B. Do not use a loopback
interface for device management access.C. accurate time stampingD. log tamperingE. off-site
storageF. encryption algorithm strengthAnswer: C,DExplanation:A coordinated clock is
important primarily to provide chronological, sequential, and coordinated logs. If clock sources
are hijacked, events posted to logs can be out of sequence and not coordinated. The risks
include:The date of clock events could be modified so that they would not appear on
daily/weekly reportsThe date could be modified back far enough so that events would be
instantly purged at the logging serverThe dates on multiple devices could be modified so that
causal events would not appear correlated in time The net result of such tampering would
corrupt the logs, therefore crippling the forensic analysis of events.Reference:
http://www.cisco.com/web/about/security/intelligence/05_11_nsa-scty-compliance.htmlTopic
6, Common Layer 2 Attacks

NEW QUESTION: 2Which feature or method can you use to isolate physical layer problems on a
serial link?A. autonegotiationB. UDLDC. protocol analyzerD. loopback testsAnswer: D

NEW QUESTION: 3Which anon option provides every user with root access to the export?A.
anon=65534B. anon=0C. anon=1D. anon=65535Answer: B

NEW QUESTION: 4A. -49.28B. 0C. -40.72D. 1Answer: D
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